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Abstract. Theproliferationof incompatiblee-commercesystemsapplyingdif-
ferentsecuritytechnologiesimposesdifficult choicesonall theconcernedparties.
In this context, the purposeof this researchis to provide the necessaryback-
groundto developasecurityadvisor(SecAdvise),whichwill make it possibleto
integratethesecuritymechanismsandthedynamicselectionof thevariousmech-
anismsbetweenseveral partieswishing to conductbusinesstransactionssafely.
Suchanadvisoraimsmultiplegoals:overcomingcompatibilityandinteroperabil-
ity problems,evaluatingandreducingtechnologicalsecurityrisks,andenhancing
trust.

1 Intr oduction

The Internet is becomingan increasinglyimportantchannelfor e-commercewhere
complex businessinteractionsinvolvemultiple parties.Clearly, thesafetyof thetrans-
actionsusingelectronicmeansis of capitalimportance.Severalsecuritysystemshave
beenimplemented[1, 4,9] andareoperationalin many e-commerceapplications.The
mechanismsemployed,thesecurityservices,thecryptographicalgorithms,theamount
of money involvedin atransaction,thepartiesconcerned,etc,distinguishthesesecurity
systems.In this context, the purposeof this researchproject is to analyzethe various
typesof securitythreats,mechanismsandservicesin e-commerceapplications,to eval-
uatethem,qualify them,anddevelopsoundmethodsto selectthemostappropriateand
effectivemechanismsandservicesin a givenbusinessandtechnologycontext. There-
sultsof theseinvestigationswill providethenecessarybackgroundto developasecurity
advisor, which will make it possibleto integratethemechanismsandthe dynamicse-
lectionof thevariousmechanismsbetweenseveralpartieswishingto conductbusiness
transactionssafely. Suchanadvisoraimsmultiplegoals:overcomingcompatibilityand
interoperabilityproblems,reducingtechnologicalsecurityrisks, andenhancingtrust.
Therestof thepaperis structuredasfollows. In Section2, an introductionto security
threats,servicesandmechanismsis given.This analysisshouldprovide uswith a ba-
sicunderstandingof therelationshipbetweenrisks,services,andmechanisms.Wealso
try to understandthelink betweensecurityservices,mechanismsandthe layersof the
OSI (OpenSystemsInterconnection)referencemodel[2]. Section3 describesa trust
managementmodeldevelopedin [8]. Our advisoris introducedin Section4. Finally,
Section5 containssomeconclusionsandfutureresearchdirections.
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2 Security Issues

In [5], VesnaHasslerhasidentifiedthreeprincipal issuesof security:securitythreats,
securityservices,and securitymechanisms.Attacks on systemscan be classifiedin
severaltypes:

– Eavesdropping. Interceptingandreadingmessagesintendedfor otherprinciples.
– Masquerading. Sending/receiving messagesusinganotherprincipal’s identity.
– Message tampering. Interceptingandalteringmessagesintendedfor otherprinci-

pals.
– Replaying. Usingpreviouslysentmessagesto gainanotherprincipal’sprivileges.
– Infiltration. Abusingaprincipal’sauthorityin orderto runhostileor maliciouspro-

grams.
– Traffic analysis. Observingthetraffic to/from a principal.
– Denial-of-service. Preventingauthorizedprincipalsfrom accessingvariousresour-

ces.

This classificationleadsto a thoroughanalysisof themostprobablethreatsandof
thesystem’svulnerabilitiesto thesethreats.Onthebasisof therisk analysisresults,we
candefinea securitypolicy thatclearlyspecifieswhatmustbesecured.Thefunctions
thatenforcethesecuritypolicy arereferredto assecurityservices.

We mentionthe basicsecurityservicesdefinedby the InternationalOrganization
for Standardization.Whenever possible,we also identify in which layer of the OSI
referencemodel[2] theseservicesmaybeapplied.This relationshipbetweenservices
andOSI referencemodellayershasalreadybeenestablishedin [5], on which we base
this classification.

– Authentication. Dif ferentauthenticationservicesareavailable.Peerentity authen-
ticationensuresthatacommunicatingpartyis reallywhatheclaimsto be(network
layer).Dataorigin authenticationdeliversproofsthata pieceof informationorigi-
natesfrom acertainsource(network layer).

– Accesscontrol. Accesscontrol ensuresthat only authorizedprincipalscan gain
accessto protectedresources.

– Data confidentiality. Dataconfidentialitycanbeof differenttypes.To ensurecon-
fidentiality betweentwo communicatingpartiesthat establisha communication
channel,a connectionconfidentialityserviceis employed (physicallayer). If the
communicationchannelis only logical, the serviceis referredto as connection-
lessconfidentiality(datalink layer). If only certainpartsof messagesto be ex-
changedmustbe protected,a selective field confidentialityserviceis used(appli-
cationlayer).Traffic flow confidentialityprotectsagainsttraffic analysis(physical
layer).

– Data integrity. Similar to dataconfidentialityservices,dataintegrity servicesare
differentfor connection-orientedandconnectionlessprotocols.For connectionori-
entedprotocolsthey mayprovidemessagerecovery(transportlayer).Dataintegrity
servicescanalsoprotectselectedfieldsof messagesonly.
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– Non-repudiation. Accordingto theISO,non-repudiationservicescanpreventden-
ial-of-origin of dataor guarantythedeliveryof data.Therearetwo additionalpossi-
bilities: non-repudiationof submissionandnon-repudiationof receipt(application
layer).

Securityservicesarebuilt usingcombinationsof securitymechanisms.Thesemech-
anismsarein turn realizedby cryptographicalgorithmsandsecureprotocols.Hereis a
summaryof thesecuritymechanismsavailable,asdescribedin [5].

– Encryption. Encryptionmechanismsprotect the confidentialityof data.We dis-
tinguishtwo typesof mechanisms:symmetricmechanisms(e.g.,DataEncryption
Standard– DES; AdvancedEncryptionStandard– AES) andpublic key mecha-
nisms(e.g.,RSA).

– Digital signature. A digital signaturecanbegeneratedby aspecialdigital signature
mechanismaswell asby a combinationof encryptionmechanisms.

– Authenticationexchange. Authenticationcan be basedon an encryptionmecha-
nism, symmetricor public. Therefore,several mechanismshave beendeveloped
whoseonly purposeis authenticationexchange(e.g.,zero-knowledgeprotocols,
Kerberos– a key distributionsystem).

– Accesscontrol. Accesscontrol mechanismsareclosely relatedto authentication.
They dealwith controllingaccessof thesubjectsto thediversresourses.

– Data integrity. Data integrity mechanismsprotectdatafrom unauthorizedmodi-
fication.Oneway to protectdataintegrity is to usean encryptionmechanism.In
this way, dataintegrity anddataconfidentialityareensured.Anotherway to en-
sureintegrity is to usea digital signaturemechanism.In this case,integrity and
non-repudiationareensured.If integrity is requiredwithoutconfidentialityor non-
repudiation,messagedigestscomputedby a cryptographichashfunction can be
used(e.g.,SHA-1,MD5). Themessageauthenticationcode(MAC) canensureau-
thenticationanddataintegrity.

– Traffic padding. Traffic paddingmechanismskeeptraffic approximatelyconstant,
sothatno onecangaininformationby observingit.

– Routingcontrol. Routingcontrolmechanismmakesit possibleto chooseaspecific
pathfor sendingdatathroughanetwork, henceavoidingundesirablenodes.

– Notarization. Notarizationmechanismsareprovided by a third party notary that
mustbetrustedby all theparticipants.

– Key management. For thepublickey encryption,key managementandcertification
authoritiesareamust.

As is the casewith securityservices,securitymechanismsmay also be usedat
different layersof the OSI referencemodel.To illustrate this, we give a short list of
well-known securitymechanismsandthecorrespondinglayerto which they apply.

– Applicationlayer:S/MIME, S-HTTP, SecureTELNET.
– Presentationlayer:SecureRPC,SASL,SSH.
– Transportlayer:SSL,TLS.
– Network layer:IP AH, IP ESP.
– Datalink layer:Link encryption,MAC addressfiltering.
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Thelist of servicesandmechanismsaboveis notexhautive.In fact,specificcontexts
requirethe developmentof specializedsecurityservices.To illustrate this point, we
presentheresomesecurityservicesdevelopedfor electronicpayment.Note thatmost
of theseservicesareprovidedat theOSI referencemodelapplicationlayer.

– Useranonymityandlocationuntraceability. Theseservicesguarantythatalthought
the merchantreceived paymentfor the goodssold, he cannotidentify the buyer.
Theseservicesmay be provided, for example,by chainsof mixes [3] andblind
signaturemechanisms.Anotherform of thisserviceis thepayeranonymity service
providedin FV (First Virtual) [7].

– Non-repudiationof paymenttransactions. This serviceensuresthata payercannot
deny having madedethepayment.An exampleof this serviceis foundin the3KP
paymentprotocol,usingdigital signatures[9].

– Confidentialityof paymenttransaction. This servicepreventseavesdroppingon
paymentdata.This typeof serviceis providedby SET(SecureElectronicTransac-
tion) citeSher00a.

– Freshnessof paymenttransaction. Thisservicepreventsreplayattacksonpayment
transactions.Oneapproachto providethisserviceis theuseof timestampssuchas
in the1KPmodel[9].

Whenthepaymentinstrumentis digital money, thelist of servicesincludesprotec-
tion againstdoublespending,protectionagainstforgingof coins,andprotectionagainst
steelingof coins.Whenelectronicchecksarethe paymentinstrument,other typesof
servicesarenecessary. For instance,paymentauthorizationtransfer(proxy) makes it
possibleto transferapaymentauthorizationfrom oneauthorizedprincipalto another.

3 A Trust ManagementModel

Several initiatives,suchas Semper[6], tried to have the variouselectronicpayment
systemsconverge in order to work out a commonoperatingplatform andassurein-
teroperabilitybetweenthem.Robleset al. [8] proposea trustmodelfor agent-oriented
electronicbusinessapplications.Thistrustmodeloutlinesamethodologyto definetrust
requirementsandto associatesafeguardswith themto increasetheprotectionandtrust
of electronicbusinessframeworks. It suggeststhe definition of a trust problemspace
(TPS)asa setof all possiblesituationsin thesystem,in which thee-commerceagents
canhave trustproblemsabouteachotheror abouttheenvironment(a setof thethreats
andrisks mentionedin Section2). This spaceincludesvarioustypesof attacks,and
vulnerabilitiesdueto cheatingor misuseof systemresources.This TPSis relatedto a
collectionof interrelatedmechanisms,trustunits(TU), to providesafeguardsto protect
systemsandsub-systems,andto increasethetrustin thesystemsor sub-systems.A TU
is a trust logical unit representinga partial or completesolutionor countermeasureto
any of thoseproblemsubspacespresentedin thedefinitionof thetrustproblemspace.
It mayinvolvecryptographicprotocols(RSA,DSE),controlmechanismsor infrastruc-
tures.
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4 SecadviseDefinitions

We intendto developanoptimizationmodel,enabledby asecurityadvisor, to

1. identify andspecifytheTrustProblemSpace(TPS)andtheTrustUnits (TU) avail-
ablein thecontext of acommunicationto besecured,and

2. make theoptimalassociationbetweenTPSandTU to actuallysecurethatcommu-
nication.

We provideherea preliminaryversionof theoptimizationmodel:� transactionto secure.It is thebusinesscontext/transactionthatis performed
andthatneedsecurity.�
thesetof all trustunits(TU). A trustunit maybea securitymechanism,a
securityprotocolor a securityinfrastructure.� a trustunit ( �
	 � ).�
thesetof all non-decomposablesecurityrisks,suchthat �� 	 ��� � ��	 � ,
either � covers  entirelyor � doesnot cover  at all. a non-decomposablesecurityrisk (  	 � ).�
thesetof all potentialparticipantsin securedcommunications.� a participant(��	 � ).���
thesetof securityriskscoveredby trustunit � (

��� 	���� ��� ).���
the set of securityrisks that needto be coveredin transaction/context �
(
��� 	���� � � ). ThesearetheTrustProblemSpaces(TPS)definedabove.! �

the setof all participantsdirectly communicatingin transaction/context �
(
! � 	���� �"� ), e.g.,hostA wantsto communicatewith hostsB.# �%$ &

the setof participants,trustedby participant� , that canact asthird party
authorityin conductingtrustunit � ( �
	 � , �
	 � ,

# �%$ & 	���� �"� ), e.g.,the
setof certificationauthoritiestrustedby a participant.If thetrustunit does
not requiresuchtrustedthird party,

# �%$ &(' �
to simplify the matching

processbetweentrustunits.) &
thesetof trustunitsavailableto a participant�
	 � (

) & 	 ��� ��� ).*),+
thesetof trustunitsavailableto all participants� ��	 � (

*) + 	���� ��� )
*) + '.- �
	0/&21 + )3& 4 /&21 + # �5$ & 6'87:9

;)<�
the minimal set of trust units to cover the security risks of transac-
tion/context � (

;)<� 	 ��� � � )
;)=� ' ) 	 ��� *) +%> �?4@���BADC�%1FE ����GH4I4 )J4K4 ' LNMKOEQPR1TS=UWVEYX >[Z 4K4 )�\]4K4_^

Theset
�

is definedasthesetof non-decomposablerisks.Clearly, definingthatset
is not a simpletask.However, we arguethat

�
maybeconstructed.Assumingthatwe

find a trustunit � suchthatrisk  is partially coveredby � , we canalwaysdefinerisks \ and  \ \ , with  \Y`  \ \ '  and  \:a  \ \ 'b7 , suchthat  \ is coveredentirelyby � and \ \ is not coveredat all by � .
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Thissaid,in orderto avoid suchadhocdecompositions,we intendto provideapre-
liminary multidimensionalclassificationof risks.Two of thedimensionswould bethe
setof risksidentifiedin Section2 andthesevenlayersof theOSI referencemodel[2].

5 Conclusionand Future Work

Theproposedmodelis aninteroperablearchitecturefor thevariouse-commercesecu-
rity systems.The advisorwill choosethe bestsubspacesolution for a given security
context, dependingon the availablemechanisms.Regardlessof the kind of themech-
anisms,the advisorwill assessminimum andacceptablesecurityfor the transactions
betweenthevariouspartieswishing to conductsafebusinesstransactions.In addition,
the advisorshouldfacilitatethe assessmentof the trustworthinessof securitymecha-
nismsandservices,providing a systematicevaluationframework basedon themultidi-
mensionalrisk classification.In the foreseeablefuture,a detailedclassificationof the
mechanismswill be availablewhich will conductthe trustworthinessof thesemech-
anisms.This classificationwill help to demonstratethe applicability of the approach.
Moreoverwe will choosea numberof mechanismsto testthearchitecture/advisor. We
will alsodefinestandardscenariosto implementandtestthesystem.
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