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Wheneer autonomousndividuals act in a sharedervironment,interactionemeges
which may resultin manifold relationsbetweenthe individuals and/orgroupsof in-
dividuals. Thoserelationsandthe associatedehavior of individualsandgroupsmay
inducestructurego thegroups.SuchstructuresarecommonlycalledcommunitiesThe
behavior of biologicalindividuals,suchasantsor beesput alsohumansasbeenwidely
studiedin the socialscienceg4]. Key findingsincludethatdespitethe largely varying
(intellectual)capacitiesof individualsandgroups,a setof commoncharacteristic$or
actingin a sharedervironmentstill may be obsened [9]. However, this usually de-
pendson the specificknowledgeof the individualsandtheir time alreadyspentwithin
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Abstract. Computemetworksor distributedsystemsn generaimayberegarded
ascommunitieswherethe individual componentshe they entiresystemsappli-
cation software or users,interactin a sharedervironment. Suchcommunities
dynamically evolve with componentor nodesjoining andleaving the system.
Their own individual activities affect the communitys behaior andvice versa.
This paperdiscussesariouspracticalexperimentsundertalken to investigatethe
behaior of arealsystemthe Gnutellanetwork, which representsuchacommu-
nity. Gnutellais a distributed Peerto-Peerdata-sharingystemwithout ary cen-
tral control. It turnsoutthatmostinteractionsbetweemodesdo notlastlongand
muchof their actiity is devotedto finding appropriatgpartnersin the network.
The experimentalresultspresentedhave beenobtainedfrom a Javaimplementa-
tion of Gnutellarunningin the openinternetervironment,andthusin unknavn
andquickly changingnetwork structureseavily dependingon chance.

Intr oduction

acommunity Amongthe characteristic&dentified,we find that,

eachindividual canidentify a few membersof a communityand may exchange
informationwith them;

thereis no singleindividual who knows or controlsthe whole community;
someindividualsmaybemore“intelligent” thanothersandhave moreand/orbetter
information;
communitiesaareoften hierarchicallystructuredvith oneor moreoutstandingndi-
viduals.
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Startingwith justafew individuals(atleasttwo), communitiecontinuouslyevolve.
Theresultingsetof inter-relatedcommunitymemberss generallycalledthe socialnet-
work of acommunity While the numberof individualsin acommunitycangrow very
fast,the singleindividual needsonly little informationaboutotherindividualsto still
be ableto potentiallyinteractwith alarge number(or all) of the communitymembers.
The six degreesof sepaation property[14] illustratesthis in the caseof humancom-
munities.Moreover, communitiesare often characterizedy a highly self-oiganizing
behaior. Insectcollectivessuchasantsor beesbut alsophysicalandchemicalsystems
composedf large numbersof individualsor particlesinteractlocally and contribute
therebyto globalorganization pptimizationandadaptatiorio the environment.

Computemetworks or distributedsystemsn generalmay be regardedascommu-
nities similar to the above examples.Most ohviously, the Internetor Web forms enti-
tiesthatcanbe characterizeéscommunitiesMany approaches definecommunities
on the Web [6, 8,10] arebasedon the useof existing link patternsandthey therefore
lack the characteristicommunitypropertiego adaptto the currentcontext andto dy-
namicallyevolve. Implicit information[9, 13] otherthanlink patternsarenecessaryo
achieve this.

A numberof applicationshave beendevelopedwhich include in oneway or an-
otherthe ideaof communitieson the Internet. Among thoseare Yenta[7], an agent
basedsystemto find peoplewith similar interestsandto make themknown to each
other, Freenef5], aninformationpublicationsystemstoring,cachinganddistributing
information on demandwithout ary centralizedcontrol, or Gnutella[2], a distributed
Peerto-Peerdata-sharingystem.In the Gnutellasystem,a useronly needsto know
one(or several) otherparticipantgo join the community The mechanisnio broadcast
information(searchfor partnersor particulardata)refrainsfrom arny centralcontrol: it
is basedon propagatiorof messagefrom participantto participant.The communityis
highly dynamicasparticipantscanjoin andleave at ary time without having to contact
arny administratve unit.

In orderto investigatethe behaior of communitieson the Internet,the Gnutella
systemhasbeenchosenfor the researctpresentedn this paper The systemprovides
anidealpracticaltestbechecausaill the participatingindividualsareunknovn, no cen-
tral control exists, andthe communityis suficiently large. In fact, the only common
components the communicationprotocol and the core systembehaior whereeach
participantactsasa client anda sener at the sametime while applyingthe aforemen-
tionedinformationpropagatiormechanism.

The next two sectionsintroducethe Gnutellasystemandprotocol.In section4 we
describethe Jtella platform usedfor the experimentswhich are presentedn detail in
section5. The methodappliedfor measuringhe performanceof Gnutellaapplications
andtheresultsobsenedarediscussedn section6 beforeconcludingwith a discussion
aboutthevariousexperimentakesultsobsened.
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2 Overview of Gnutella

Gnutellais a distributedPeerto-Peer{P2P)applicationfor the sharingof files overthe
Internet.It wasdesignedasa replacemenfor Napsterf21] andhasbeenusedmainly
for the disseminatiorof multimediafiles.

Eachparticipantin aGnutellanetwork runsaprogramon hiscomputethatactsboth
asaclientandaseneraswell asarouter Gnutellaprogramsarereferredto asservents
(SERV/er+cliENT), nodesor simply clients As a client, the applicationprovides an
interfacewherea usercanenterkeywordsdescribingthe files that he is seeking.The
programthen sendsthe requestto neighbouringparticipantswho passit on to their
neighboursvho do the same thuspropagatingt throughouthe network. At the same
time, clients checkto seeif the requestcorrespondgo local files they arewilling to
shareand, if so,they sendbacka responseFile transfersare donevia anotherroute
usingstandardHTTP protocolrequests.

Thefundamentafeatureof Gnutellais thatit doesnotrely on centralizeddatabases
or proprietarysoftware. It alsotriesto ensurea measureof anorymity. As a result, it
is resistanto both hardwarefailure andlegal attack.Thefirst Gnutellaapplicationwas
releasedn March2000but it wasofficially availablefor only a24 hourperiod[2]. The
basicprotocolimplicit in the original softwareis quite simpleandis now availableon
theWeb[1]. Although,it hasbeenreportedto suffer from performanceandscalability
problemd18], theGnutellaprotocolhasresultedn alargenumberof implementations.

Initially, as a replacementfor Napstey the Gnutellanetwork grew exponentially
andthis growth hasbeenchartedby severalresearcher3, 17]. Available datashowvs
the network growing from around1,000 nodesin November2000to over 40,000in
June2001. Over this period, Ripeanu[17] found that over 400,000different users
hadconnectedo Gnutella.In anotherstudy a crawler programmefound over 1 mil-
lion differenthostaddresses an 8 day period [20]. However, sincethe summerof
2001, the network hasbeensteadily shrinking, reachingan averageof 16,000users
in January2002[3]. One cansurmisethat,if the maininterestin Gnutellawas shar
ing of music,mary usershave switchedto moreefficient specialisedservicessuchas
Morpheus-KaZaArom MusicCity which now claimsto have over 300,000simultane-
oususerg15].

Asthefirstwidespreadiecentralisedndopenprotocol,Gnutellais worthy of study
Its simplebasicprotocolalsomake it easyto usein experimentsBecauseheprotocolis
not specificallyorientedto a singleapplicationdomain(like mp3-encodednusic),it is
alsoeasyto useGnutellaasalow level disseminatioror broadcasprotocoluponwhich
to piggy-backother applications— with speciallyformattedquery/responsstrings.
Parallel private Gnutellanetworks canalsobe set-upby the simple expedientof using
privatebootstraphostcaches.

3 Description of the Gnutella Protocol

Eachparticipantin a Gnutellanetwork maintainsa small numberof permanentinks
to neighbourgtypically 4 or 5). Searchis donevia flooding— a distributedform of
broadcastMessagesire sentto the neighboursvho passthemon to their neighbours
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andsoon. Thenumberof hostswhich arecontactedn this way increasegxponentially
with eachjump. In orderto limit the potentialdataexplosion,the numberof jumpsis
boundby atime-to-live (TTL) counterwhichis decrementedn eachpassingpn. When
the counterreachezero,the messagés no longerpropagatedMessageslsohave a
hop counterto keeptrack of how farthey have come.

Gnutellaprovidesalsofor somenotion of anorymity. Specifically queriesdo not
containtheidentity of theinitiating host.Instead gachGnutellamessagéasa unique
identifier (ID) and propagatinghostsmaintainrouting tableskeyed on this ID which
indicatefrom which connectiora messagearrived. Answerscarrythe samelD andare
returnedalong the sameroute as the query The anorymity is only relative because
downloadsare donedirectly without passingthroughthe GnutellaconnectionsThe
routingtablesarealsousefulin preventingloopingandduplicatingmessagesf thelD
of aquery(not ananswer)is alreadypresentn the table,the messagés seento be a
duplicateandis not propagated.

The Gnutellaprotocolis basedon four typesof messagegactuallythereis a 5t®
typeto dealwith firewalls, but it is not pertinentto our discussion)Themessagesome
in pairs:onefor therequestandonefor theanswersThefile searctpairincludes:

Query— containghe userrequestisanunformattedstring of keywords';
Reply— usedby a hostto returnalist of matchingfiles alongwith a shortdescription
of eachfile aswell asthe Host:Portaddresdo be usedfor anHTTP download.

Thenext two messageareusedto discovertheaddressesf participatinghosts:

Ping— arequesfor hostaddresses;
Pong-areplyto thePongwith aHost:Portaddresslongwith extrainformationabout
the hostbandwidthandthe numberof localfiles.

Accordingto the protocol,a hostreceving a Ping shouldanswerwith its own ad-
dressin a Pongaswell asforwardingthe Pingto its neighboursin practice to reduce
overhead,a hostwhich alreadyhastoo mary neighboursmay passon the message
without returningits own addressSomehostsmay actascentraldirectories.They do
not propagatePings;rather they maintaina cacheof addressethey have recevedand
returna smallnumberof these A numberof siteswell-known to the Gnutellacommu-
nity actasdirectoriesandthisis how initial connectiorto GnutellaoperatesHowever,
ary active hostcansene asaninitial connectiorpoint.

Finally, the protocol gives detailsaboutthe handshak to be usedon initial con-
nectionand suggestghat Gnutellaapplicationsuse port 6346 as the sener address.
The otheraspect®f the functionality thatwe expectin ary programthataccessethe
Gnutellanetwork eitherrely on otherprotocolsor areleft unspecified.

4 The Experimental Platform

Ourexperimentaplatformis basedn Jtella,aframevork written by KenMcCrary[11,
12]. Jtellais madeup of about40 classesand7000lines of Java. It managesheinitial

! Note:in possibleextensionsf Gnutellato specializedireaspnewould expecttheformatand
semantic®f the Queryrequesto be moretightly defined.
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connectionto the Gnutellanetwork, the maintenanceof a specifiednumberof con-
nectionsandthe routing of messagesAn indication of the easeof useis that simple
applicationsto searchor monitor traffic requirelessthan 150 lines of Java (on top of

the JtellaFrameavork). Note that Jtelladoesnot cover the indexing of files, matching
queriesor mediaplaying.Jtellasenedasour introductionto theimplementatiorof the
Gnutellaprotocol but we took the liberty of rewriting or modifying about1000lines
mainly dealingwith parallelismandsynchronizationWe alsouncovered reported22]

andbypassed Java bug: threadswhich arenot startedarenot garbagecollected.

4.1 Architectureof Jtella

The main building blocks of Jtellaare:the Connectionobjects,the Router the Con-
nectionmanagersandthe Host Cache.The architecturds shovn in Fig. 1. It is quite
similarto thatof LimeWire [19].

Pongs

‘ Connection

Recently
‘seen
mgssages

Filter

Connection

Host cache ___In/Out Connection |

Port 6346

Connection manager

Fig. 1. SenentArchitecture

Thereis one Connectionobject for eachconnection.Each Connectionactsas a
Threadto handleincoming messagesand put themon a commonmessagejueuefor
the Router EachConnectioralsohasa secondlhreadwith a messageueueto handle
outputmessages.

TheRouteris aseparatd hread It takesmessagesff its queuecheckshemagainst
atableof recentlyseenmessageand,if they arenot duplicatesjt placesthemin the
appropriateutputqueuesTheroutertablesarealsousedto returnanswersQueuesare
fixedin length:the router queuehas200 slotsandthe outputqueuesare 50 elements
long. In generatheir occupatioris lessthan5%.

Therearetwo connectiormanagersvhosejob it is to maintaina specifiednumber
of active connectionslnitially, Jtellawassetup to keep4 connection®pen:2 outgoing
and?2 incoming.If anincomingconnectiorfailed, the following incomingconnection
wouldbeacceptedif thenumberof outgoingconnectionsvasbelow thespecifiedevel,
for every missingconnectionthe outgoingmanagemwould launch2 start-upthreadso



Jean Vaucher, Gilbert Babin, Peter Kropf, and Thierry Jouve. "Experimenting with Gnutella
Communities." in Conference on Distributed Communities on the Web (DCW 2002). Sydney, Aus
April 2002. Lecture Notes in Computer Science. No. 2468. Springer Verlag. April 2002. pp. 85-9¢

6 JeanvVaucherGilbert Babin, PeterKropf, andThierry Jouwe

try to connectto new hosts.The currentversionis moreflexible in the split between
incomingandoutgoingconnectionsBy default, two slotsareresened: oneincoming
and one outgoing,but the otherscanbe of eithertype. Whena connectionfails, we
launchtwo connectoithreadsand,at the sametime, we acceptincomingconnections.
If all connectiorattemptssucceedwe cantemporarilyhave too mary connectionsbut
connectionglie quickly andthis excesscapacityis shortlived.On start-up,all connec-
tionsarenecessarilputgoingbutin ashorttime, asouraddresss madeknown through
Pongstherateof incomingrequestsncreaseso the pointthatmostfailed connections
arereplaceddy incomingconnections.

To discover addressesf Gnutellaparticipantswe sendout a Ping whenever we
openanew connectionandwe puttheaddressefom all Pongsreceivedinto a cache.
Becauseve receive mary morehostaddressethanwe canuse,we limit our cacheto
200addresseanddiscardtheothers As will bediscussedater, mostaddressethatwe
receve areinvalid. An importantmodificationto Jtellawasthe addition of a filter to
weedout bad addressediVhenthe cacheis emptyor low, we connectto well known
hostcachesTheseusethe samePing/Pongmessagesasall other Gnutellanodesbut
their solefunctionis to storeaddresseandredistritutethemto later callers.Recently
thishostcachefunctionhasbeenpartially delegatedto thenetwork andin mary senent
implementationwhene&eranoderefusesa connectiorrequestjt senddackanumber
of Pongsfrom its hostcachebeforeshuttingdown the connectionCommonly some
senentssendback10 Pongsandotherss0.

5 Gnutella Measurements

An importantcharacteristiof Gnutellais thatperformancdor any onesessions highly
dependenbn chancelf a client happendo find reliable hostsearly, it will obtaina
steadyflow of message#it othertimes,it maystruggleto find evenasinglepermanent
connectiorandit is notrarefor identicalsenantsrunin parallelto have 2:1 differences
in performancendicators.

Beforeproceedingo moreexactmeasuremeniandtests we presentypical output
from two explorationexperimentsvhich shav thedifficulty in maintainingconnectvity
andquantifyingbehaior.

5.1 Exploration Experiment |

Our principal measuremerpirogramnamedTestServent setsup a nodewith a speci-
fied numberof connectionsioutesmessageandcollectsstatisticslt alsoprintsoutthe
currentstatusof thenodeevery 15 secondsTypical outputis shavn in Figure2.

Thefirst lines shawv the averagetraffic sincethe previous printout. The first thing
to noticeis thatwhile 84 messagepersecondverereceived, mostwereinvalid (either
duplicatesor Pongswith incorrectaddresses)his left 22 valid messagesvhich gave
riseto 38 outputmessages.

Next, we seea snapshobf the connectiomactiity. Thesearelistedin the orderin
which they werecreated OUT connectionarecreatedby our client, whereadN con-
nectionswereinitiated by otherhosts.For eachconnectionwe give a statuscode(i.e.,
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****************** Fri Jan 04 10: 01: 33 EST 2002 ******#xsxsxsxsxsrkxs
Traffic in: 84 msg/s.
Valid in: 22 msg/s.
Traffic out: 38 msg/s.

Msgs: Ping/Pong -> Que/Rep

auT ( K) 1891: 335/998 -> 540/18 - cc652-a.plnfldl. com 6346
IN ( OK) 220: 71/76 -> 73/0 - ACB51All.ipt.aol .com 6349
IN (tenp) 1: 1/0->0/0 - dnmitry-pc4.|a. asu. edu: 47260
aur (->? ) 0: 0/0->0/0 - 172.16. 10. 30: 6355
IN (tenp) 0: 0/0->0/0 - d151083. upc-d. chel l 0. nl : 2298
aur (->? ) 0: 0/0->0/0 - 24.45.210. 203: 6346
QUT (->? ) 0: 0/0 ->0/0 - 62.70.32.25: 6346
QUT (->? ) 0: 0/0 ->0/0 - 172.133.132.111: 6346
Host Cache: 200 ==> Received: 2354, valid: 1116, used: 239
Threads: 59

- Socket Factory Threads: 38

Fig. 2. Partial Outputof ProgramTestServent

OK), list the numberof messagereceied (total thencateyorized),andfinally give the
addres®f the correspondindnost.In this test,we weretrying to maintain4 active con-
nectionsput atthis momentthereare8 connectionsvith only two in normaloperation
(OK). Theother6 connectiongrein variousstatef initialization or termination.

Thefirst line shaws the oldestconnectionwhich hasreceved 1891 messageand
hasbeenin operationfor about25 secondsOnly 18 messagearerepliesto queries.
Typically, moremessageareconcernedvith maintainingconnectity (i.e., Pingsand
Pongs)}hanwith searchindgor information.

The secondine shawvs an active input connectionThe “*” indicatesthatthe con-
nectedhosthasrespondedo our Ping with a Pongreportingits public port number
(6349).0f the other6 connectionstwo, notedtemp areincomingconnectionsvhich
we decidedo refuse(probablybecause connectionsvereup whenthey first arrived).
We arekeepingthosetemporarilyopenwhile returningsomehostaddresseandwait-
ing for themto answerour Ping. The other4 are outputconnectionsn the processof
openingasoclet (- >?).

Thenext line shavs the stateof thehostcache At presentit is full (200addresses).
2354 Pongswere received but of those,lessthan half (1114) had valid distinct ad-
dressesThis numberis morethan enoughbecausenly 239 were usedto opennew
outgoingconnection®r passean to othernodes.

The lastlines shows the parallelism(59 threadsyequiredby Gnutella.lt alsoun-
derlinesa problemwith Java 1.3 wherebya threadtrying to opena soclet (our Sok-
etFactorie§ may be blocked for up to 13 minutesbeforefailing. In this case the 38
Socletfactorythreadsnclude34blockedthreadsn additionto the4 (- >?) in theactive
list. The other21 threadsareinvolvedin managingconnectiong@ndroutingmessages.

This brief look at Gnutellaunderlinesa fundamentabspectof the network: most
connectionsdo not last long and much of a client’s actwvity is dedicatedto finding
replacementdn latersectionswe will studythis aspectmoreclosely
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5.2 Exploration Experiment Il

Figures3 and4 illustrate the stochastimatureof Gnutella.We rantwo Gnutellases-
sionsin parallelfor 45 minutesandmonitoredtwo parametersghenumberof messages
receved persecondandthe horizon a measureof network size.More precisely every
minute,we broadcast Pingandthenwe tally all the answering?ongsoverthenext 60
seconds.
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Fig. 3. Input Flow vs. Time for Two Clients Fig. 4. Horizonvs. Time for Two Clients

Figure 3 showvs theinput ratewhile Figure4 shows the horizonfor thetwo clients.
Both clients attemptto keep4 connection®pen.The graphsare quite noisy but it is
clearthat Client B hasdonebetterthan Client A. The averagemessageatefor B is
around180comparedo 120for A.

The randomnatureof operationis even more pronouncedn the measurementf
the horizon It is hardto believe that theseresultswere obtainedfrom two identical
programsrun underidentical conditions.This also shavs the difficulty in trying to
estimatethesizeof the Gnutellanetwork.

In whatfollows, we presentheresultsfrom experimentglesignedo quantifysome
critical aspect®f Gnutellaoperationnamely:

— thevalidity of organizationalnformationexchangedetweemodes,
— thesuccessatein connectingo the network and
— thedurationof sessionsluringwhich membersactively participatein the network.

Theexperimentsarepresentedh historicalsequencaswetriedto elucidatestrange
behaiour or maketheimplementatioomoreefficientandrobust.In all caseswe present
resultsfrom 2 or moreexperimentgo give anideaof typical behaior aswell asvari-
ability. Althoughit is difficult to obtainexactmeaningfulmeasuresf performanceour
resultsstill leadto interestingconclusions.

Lateron, in Section6, we presentan experimentalprotocolthat we usedto over-
comethe stochastimatureof Gnutellain orderto show the effect of an operatingpa-
rameterthe numberof active connectionspn performance.
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5.3 Validity of Pong Addresses

Opensystemsnustdealwith informationrecevedfrom mary source®f untestedjual-
ity. In the caseof Gnutella,hostsdependon the Ping/Pongmechanisnto discover the
addressesf participatinghosts.Unfortunately early trials shaved that mary (if not
most)addresseprovidedby Pongsareuseless.

First, mary addresseareduplicatesin experimentsdonearoundOct. 16th, 2001,
between75% and88% of addresseseceivedwereidenticalto addressealreadypre-
sentin our cacheof 200 addressedn onetrial with 2390Pongsreceied, a singlead-
dress(32.101.202.89)vasrepeate®10times.Fortunately a simpletestcanbe usedto
eliminatea large proportionof duplicatebecaus@about25% of addresseareidentical
to theonerecevedimmediatelybefore.

Secondlymary addresseare“special”’ values(i.e. 0.0.0.0)whichareobviouslyin-
valid. Therearealsoblocksof Internetaddressewhich areresenedfor particularuses
andmake no sensein the context of the Gnutellanetwork. One exampleis multicast
addressebut the mostcommonproblemresultsfrom hostsoperatingon privateinter-
netswith NAT (Network AddressTranslation)ranslatior{16]. Theseuseaddresse§.e.
10.0.0.xx)which have no globalvalidity. Table1 shavstheresultsfrom 2 experiments
wherewe collectedandanalyzedall Pongaddresses.

Table 1. Classificatiorof IP AddressefRecevedin PongMessages

ExperimentA ExperimenB
Total addressereceied 7482 19484
Invalid addresses 2240 (30%) 7042(36%)
Repeatecdddresses 1432 (19%) 5298(27%)
Alreadyin cache 1696 (23%) 3978(20%)
Retained 2114 (28%) 3166(16%)
Uniquegoodaddresses1514 (20%) 1792 (9%)

As aresultof theseexperimentswe modifiedthe cachealgorithmin our client to
filter outinvalid andrepeatedddresseaswell asthosealreadyin thecacheWith these
mechanismén place,the dataabove shavs thatbetweenl6% and28% of addresses
areretained Dueto thelimited sizeof thecache notall duplicatescanbe detectedThe
lastline of Table1l — theresultsof off-line analysisof all addressesecevved— showvs
the actualproportionof uniquevalid addresseto vary between9% and 20%. Even
with this drasticfiltering andthe useof a smallcache we normallyreceive mary more
addressethanwe need.

Host Cache: 197 ==> Received: 59719, valid: 17489, used: 4145

5.4 Creating Sockets

Having filtered out invalid addresseswe then consideredhe probability of success
in connectingto hostswhoseaddressesve retained.Thereare several reasonsvhy a
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connectionattemptcouldfail: the hostmay be too busy andrefusingconnectionsthe
applicationmay have terminatedor the computebeendisconnectedrom the network.

As mentionedpreviously, threadgrying to opensocletsto unavailablehostsremain
blocked until the local systemprovidesa timeout.In our set-up(Java 1.3 and Linux
2.2.17)this cantake up to 790 secondsln Windows ervironments a smallertime-out
of 45 secondsvasreported.This delayhasbeena majorsourceof inefficiency in both
crawlersandsenents;but the problemhasbeenfixedin Jasa 1.4.

In one 90 minute sessionpur senentattemptedo connectto 2541 hosts.Hereis
thebreakdavn of theresultsobtainedandthe averagetime to set-upthe connection:

— 31%: success connectiorachievedin 2.3 sec.,
— 20%: failurereportedrapidlyin 1.7 sec.,
— 49%: blocked,failure notedafter 10 sec.

To studythis phenomenomoreclosely, we createda Connectiortester(CTester)
thattakesalist of host:portaddresseandtriesto openasoclketto each— whichit then
closeswithout attemptingto do a Gnutellahandshak. For eachconnectionjt prints
out the time until the soclet creationterminatesas well asthe error messagef the
soclet could not be created For this test,we used100 randomaddressetakenfrom a
TestServent log file. Herearetheresults:

— 36%: socletcreatedn 1.6sec.(9 sec.maximum),
— 26%: rapidfailurein 0.9sec.,
— 38%: blockingandfailurereportedafter 790sec.

Theblockingduring soclet creationin Java explainsthedifficulty reportedby sev-
eralresearchera’ho implementectrawlersto analyzethe topologyof Gnutella.Given
the dataabove, whereroughly, oneconnectiorattemptin threeis blockedfor 13 min-
utes,this meansthat a single threadcan only examineabout4 addresses/minutand
multi-threadings obviously amust.

5.5 Duration of Connections

We analyzedhelog files from severalsession$o determinenow long connectionstay
valid oncethey have beenestablishedn ourlongesttest,maintainingaround7 connec-
tions over 24 hourson Nov. 28th,2001,including 20,945valid connectionsBy valid,
we meanthat a soclet connectiorwas establishec@ndthe handshak was successful.
At the sametime, 36,000incoming requestsvere refusedand 6,000 outgoingsoclet
creationdailed. The averagedurationfor all sessionsvas31 sec.andthe averageset-
up time was 0.21 sec.lt is difficult to reasonaboutan average connection however,
becausehedistribution is highly skewed andresultsarepredicatedy a smallnumber
of very largevalues In this casethelongestsessiorlastedaboutl1 hours(39,973sec-
onds)and5 sessiongastedover 8 hours.Table2 (ExperimentC) givesanindicationof
thedistribution of connectiorduration.

In a morerecentexperiment,maintaining5 connectionover 1 houron Dec. 30th,
2001, therewere 297 valid Gnutellasessiondor which the averageset-uptime was
1.05sec.andthe averagedurationwas 57 secondsAgain the distribution was highly
skewedandresultsaretabulatedin Table2 (ExperimentD).
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Table 2. Durationof Valid Connections

ExperimenC ExperimenD

Average 31sec. 57 sec.
Median 0.17sec. 0.4sec.
Std.dev. 717sec. 319sec.
Max. 6350sec. 3233sec.
Averagetop 1 %: 2973sec. 2960sec.
Averagetop 10%: 307sec. 540sec.
Averagebottom90%: 0.26sec. 2.3sec.

The main conclusionis that the averagedurationof a connectionis quite short,
betweerB0 secondsinda minute.

5.6 “Good” Hosts

Having determinedhat the majority of Gnutellaparticipantsare transientswvho only
connectto the network occasionallyand thenfor shortperiods,we then setforth to
seeif thereliablehoststhatwe identifiedduring onesessiorcould be reusedn future
sessionslf so, one could dispensewith the needto connectto the samewell-known
hostcachesn start-up.

First, we extracted“good” connectionsrom experimentsdoneover 24 hourson
DecembeB0th,2001.0Our criterionfor selectionof a “good” hostaddressvasoneto
whichthe connectiorhadremainedhctive for atleast2 minutes(overtwice theaverage
connectiorduration).From41,789%ecordecconnectionss64connectiongl.3%) were
consideredgood”

Next, we scheduledperiodic executionsof the CTester programto seeif it was
still possibleto re-establistsoclet connectiongo the“good” hosts.To obtainthe pub-
lic port for incoming connectionswe senda Ping and waiting for a Pongwith a hop
countof 1. If they don’t answerwithin areasonabléime, we assumehe standarcport
6346.0utof our564 selectechddressed,91 (34%) wereincomingconnectionandof
thoseonly abouta third (70) answeredur Ping.In 75% of thesecaseshe public port
returnedwas 6346; justifying our choiceof thataddresdor hoststhat do not answer
Parentheticallythe factthattwo thirds of our “good” hostsnever respondedo a Ping
shawsthedifficulty in trying to measuraetwork sizeby Pinginghosts!

The day afterthe addressesvere obtained,we scheduledsxperimentalrunsevery
four hoursover a 24 hour period. After this, we ran the experimentoncea day for
a week. During the first two days,the successate for reconnectiordroppedsteadily
fromabout18%to 10%. A weeklater, it reached % whereit hasremained— varying
betweer6.4% and7.8%.

This resultmay seemdisappointingespeciallysincein 380 caseg67%) we were
unableto reconnecevenasingletime. However, therewere4 hoststhatwe werealways
ableto reachandanother57 who wereavailable50% of thetime or better Additional
experimentshavedthatwe couldopenGnutellasessionso 90% of thehoststo which
Ctester could opena soclet. Thusit is possibleto identify reliable semi-permanent
GnutellaHosts.
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6 Measuring the Performanceof Gnutella Applications

Beyondsimplyunderstandinghefactorsaffectingthe Gnutellanetwork, our researclis
alsoaimedatimproving the performancef applicationsHowever, asdemonstratech
our previous experimentsthe performancenf any onesessiordependn chanceand
measure®f performancecanthereforevary widely. Furthermorethe actiity on the
network varieswith time. To beableto evaluatethe effect of varioussenentparameters
or stratgies,we hadto developa methodologythatwould mitigatetheseproblems.

The effect of randomvariationin performancecanbe reducedby runningthe ser
ventover long periods,runningmultiple experimentsat differenttimesof the day and
ondifferentdaysof theweek,andusingaveragedrom theseruns.

However, it remainsdifficult to comparedifferentalgorithms.Clearly, we cannot
comparetwo executionsdoneat differenttime of the day or on differentdays,since
thereis no guarantythatthe Gnutellanetwork will bein the samestate.Our solutionis
to runtestprogramsn parallelwith afixedbenchmarlkandto considetheperformance
relativeto thebenchmark.

Anotherbasicproblemis choiceof a measureof performanceOver the courseof
our study we usedseveralindicators:

— thetotal numberof messages,

— thetotal numberof Pings,

— thetotal numberof Pongs,

— theaveragehorizon,and

— thenumberof distincthostaddresse®und.

No measurestoodout asa bestindicator As a resultwe usedthemall andgave them
equalweight. Thisyieldsthefollowing experimentaimethodology:

— for eachparametewalue (or strateyy) that we wish to test,we run an experiment
which lasts24 hoursandconsistof 24 runs(of 45 minutes) onceevery hour,

— for eachrun, we launchtwo (2) senentsin parallel,thetest senentandabench-
mark senentwhoseparameterareconstanfor all experimentakuns,

— oneachrun, for eachsenent,we recordthevaluesof the 5 indicatorslistedabove,

— thestatisticscollectedsene to computethe performanceatio, notedr, of thetest
senent:

1 i E?i1 T

oy 24
i=1 Zj:l Tij

where
e m is thenumberof indicatorsused,
e z7; is the value of indicator: collectedat the 4% run of senent s, wheres
equalsh for thebenchmark senentandt for thetest senent.

We conducted preliminaryevaluationof this methodologyto assessiow the tar-
getednumberof connectiongK) influencedhe performancef asenent.We expected
thatperformanceshouldincreasewith K andperhapsaperoff for verylargevaluesas
bandwidthlimitationsstartto play arole. We rana seriesof experimentsvherethetest
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senentuseddifferentvaluesfor the numberof openconnectionslin particular we had
K € {3,4,6,8,10,15} while the benchmark senantuseda fixed valueof five open
connectiongK = 5).

Theresultsof the experimentarequite compellingandappeato belinear (Fig. 5)°.
From this experiment,we obsene that a senentwith lessthan 2 target connections
(1.68to be exact)would not receve ary traffic. It seemghat2 connectionarealways
occupiedtrying to replacefailed connectionskurthermorethereis no sign of tapering
off; we couldstill increaseperformancéyy increasingk.

Performance ratio
Linear regression ---------

Performance Ratio

0 2 4 6 8 10 12 14 16
Targeted Number of Connections

Fig. 5. PerformancdRatio(r) vs. TargetedNumberof Connectiong K)

7 Conclusion

We have investigatedhe behaiour of participantsn Gnutella,a well-known Internet
community Althoughsomeof thephenomenabsenedareparticularto Gnutellamary
of ourresultsarerelevantto othercommunities.

An importantobsenation is the highly randomnatureof network behaiour. Re-
peatedlywe obsenred a “whales and minnows” phenomenomwherebyaverlage mea-
surementsare determineddy a small numberof rare eventswith hugevaluesandare
thereforeneitherrepresentatie of therareeventsnor of themorecommonsmallvalues.
For example, we measuredhe averagedurationof a sessiorto be 31 secondsbut 1%
of thesessionsverage3000sec.whereaghemajority (99%) averagel.3sec.lt is thus
very difficult to getreproducibleresults.

Our experimentsalsoshavedthatthe compositionof the communitychangegjuite
rapidly. Contraryto publishedresultsthat suggesthat connectiondastin the orderof
minutesor even hours[20], we found that sessionsare much shorter:the durationof
theaverage(median)sessions lessthanhalf asecond0.17secin onecaseand0.4 sec
in theother;andin anotherexperimentwe foundthat98.7% of the session$astedless
than2 seconds.

To maintainconnectvity, nodescontinuouslyexchangeaddressesf connectedhosts
thatcanbeusedto replacefailed neighboursA surprisingobsenationwasthatalarge

2r=0.276 - (K — 1.68)
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proportionof the information thus obtainedis incorrector redundant80 to 90% in

the caseof Gnutellas Pongs.A major part of the problemcomesfrom hostson sub-
networks sendinglocal (NAT) addressewhich have no global validity. Even after fil-

tering out flawed addressexnly a third of connectionattemptsresultin a valid con-
nection.

More generally collaboratve behaiour requiresthe exchangeof organizational
databetweenparticipantsbut flawed information may be a fact of life in opensys-
temswith unscreenegarticipantsgvolving technologyandawide variety of software
implementations.

Mapping the network or even estimatinga horizon (the reachableportion of the
net) may be more difficult thanis generallybelieved. 2/3 of our “good” hostsnever
acknavledgeda Ping; othernodesdo not forward Pingsto their neighbourdout return
addressefom alocal cache The maximumhorizonthatwe measuredluringour tests
waslessthan1000nodedor 1 minutepeaksAveragehorizonvaluesweremuchlower,
normallyin thehundreds.

We discoveredsemi-permanentliablehostsbut againthey arerare.Startingfrom
42,000site addressewe endedup with only 57 sitesthatwereup 50% of thetime or
better

We developpedan effective methodology— basedon compaative measuresand
replication— to overcomethe stochastimatureof network actiity andallow the eval-
uationof variousoperatingstrateies.

In conclusionthe experimentalinvestigationof Gnutellahasrevealedmary inter-
estingtechnicalfindings as well as conceptuainsights.It becameclearthat a local
intelligentscreeningandprocessingf communityinformationis centralfor efficiency
aswell asscalabilityof suchnetworks. Futurework will thusconcentrateon evaluat-
ing moresophisticategholiciesandstrategiesin boththerealworld of Gnutellaandin
simulatedervironments.
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